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NupopmannonHas mamMsiTKa /151 00y4aroMXcs AJIsl pa3MelleHusl Ha
opuumaabHbix UHTEpHET-pecypcax

C KaXIbIM T0OJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIbHUKHU
OJIHA M3 CaMbIX aKTHBHBIX NOJIb30BaTene Pynera. Mexny Tem, IOMUMO OTPOMHOIO
KOJIMYECTBA BO3MOKHOCTEHM, MHTEPHET HECET W MpoOJjeMbl. DTa MaMmsaTKa JOJDKHA
IMOMOYb TeOe OE30IMacHO HaXOAUTHCS B CETH.

Komnbrorepubie BUPYChI

KoMnbroTepHBIE BHPYC — OTO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTrpaMM,
OTJIMYUTENIbHOH OCOOEHHOCTHIO KOTOPOM SBIISIETCSI CIIOCOOHOCTH K pa3MHOKEHUI0. B
JOTIOJIHEHUE K 3TOMY, BHPYChl MOTYT IOBPEINUTHh WJIM HOJHOCTBIO YHHUYTOXHUTH BCE
(ailibl U JaHHBIE, MOAKOHTPOJBHBIE IOJH30BATENI0, OT MMEHM KOTOpPOro ObLIa
3amylleHa 3apak€HHAs MporpaMma, a TAKXKE IOBPEAUTh WIH JaXKE YHUYTOKUTH
OIEpaIlMOHHYI0 CHUCTEMY cO BceMu (aitmamu B 1enomM. B OonblimHCTBE citydaes
pacupoCTPaHAIOTCS BUPYCHl UEPE3 UHTEPHET.

MeTO}IbI 3allMTHI OT BPCIOHOCHBIX IIPOTrpaMM:

1. Hcrnonb3yii COBpEMEHHBIE OINEPALNMOHHBIE CHUCTEMBI, UMEIOIIME CEPbE3HBIN
YPOBEHBb 3AIMTHI OT BPEAOHOCHBIX IPOrpamM;

2. IloctosHHO ycTaHaBiAMBail madyTu (UMPPOBBIE 3aAIUIATKU, KOTOpPbIE
aBTOMATHYECKU YCTAHABJIMBAIOTCA C IIEJIbI0 JOPA0OTKU MPOrpamMMmbl) U JIpyrue
OOHOBJICHUSI CBOEH omeparmoHHOM cucteMbl. CkauWBaili WX TOJBKO C
opurmanpHoro caiita paspadorunka OC. Ecam cymectByer  pexxum

aBTOMAaTHYECKOTO OOHOBJICHUS, BKJIIOUH ero;
3. Paboraii Ha cBOeM KOMIBIOTEPE IMOJ MpaBaMH I[OJb30BATENSA, a HE
aAMUHHUCTPATOPA.

DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTANIUPOBATHCS Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. UHcnonb3yld  aHTHUBUPYCHBIE  NIPOrpPaMMHBIE  MPOAYKTHl  HM3BECTHBIX
NIPOU3BOIMUTENEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub (U3MUECKUH JOCTYN K KOMIIBIOTEPY Il MOCTOPOHHMX JIMII;
6. Vcnonp3yil BHEIIHME HOCUTENW MHPOpPMALUU, TaKue Kak (Quielka, AUCK WU
¢ailsl u3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He otrkpbiBall KOMMbIOTEpHbIC (Dailyibpl, TMOTYyUYCHHBIE W3 HEHAAEKHBIX
VCTOYHUKOB.

Jlaxe Te ailyipl, KOTOphIEe MPUCIAT TBOW 3HAKOMBIM. Jlydle yTOYHH y HeEro,
OTIIPABJISI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi — 5T0 He BuA mepeaayd JaHHBIX, HE TEXHOJIOIHS, a BCEro JIHIIb OPCHI,



mapka. Eme B 1991 romy HuaepiaHjckas KOMIIAHHS 3aperucTpUpoBajia OpeH[
«WECA», uro o6o3nauano cinoBocoderanue «Wireless Fidelity», koropsiii
HEPEBOANTCA KaK «OECIPOBOIHASL TOUHOCTBY.

Jlo Hamero BpemeHH jaonuia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHoyioruen. Ito abbpepuatypa «Wi-Fi». Takoe Ha3BaHuEe ObLIO JaHO C HAMEKOM Ha
CTaHAApT BBICIINKI 3BYKOBOW TexHuku Hi-Fi, uTo B mepeBoje o3Ha4aeT «BBICOKAs
TOYHOCTbH».

Jla, OecruiaTHBII HMHTEPHET-IOCTYN B Kade, OTeNsiX M a’poropTax SBISIETCS
OTJINYHOM BO3MOYKHOCTBIO BbIXOJa B MHTE€pHET. HO MHOTrME 3KCHEpThl CUUTAIOT, YTO
obmenoctynusie WiFi cetu He SIBASIOTCS O€301TaCHBIMH.

CoBerbl 1O 0e3omacHocTH padore B o0menocTynmHbix cersix Wi-fi:
1. He nepenasaii cBoro MuHyr0 HH(popMauio yepe3 odmenocrynusie Wi-Fi cern.
Paborass B HUX, JK€IAaTeIbHO HE BBOJAUTH MApOJIM JOCTyMa, JIOTUHBI U KaKUe-TO
HOMEpA;

2. Ucnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. Tem cambiM
Tl oOe3omacuilb cedsl OT 3aKauykl BHpyca Ha TBOE YCTPOWCTBO;
3. Ilpu ucnons3zoBanun Wi-Fi otkmoun ¢pynkuuto «OO0mui goctyn K Qaitiam u
npuHTepam». JlaHHas (QyHKIUS 3aKpbplTa MO YMOJYaHHIO, OJIHAKO HEKOTOphIE
N0JIb30BATENI AKTUBUPYIOT €€ NIl y100CTBA MCIOIb30BAHMS B padoTe WK y4yeoe;
4. He ucnons3yt myOnmanasii WI-FI nns mepenaum nTuYHBIX JaHHBIX, HApUMEP
UIs  BBIXOJ@ B  COLMAJbHbIE CETHU WIM B DJIEKTPOHHYIO  IIOYTY;
5. Unonb3yi Tonpko 3ammiieHHoe coenuHenne yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOwibHOM Tenepone orkmoun ¢GyHkmmo «[loakmouerne xk  Wi-Fi
aBToMaThueckn». He nomyckail aBTOMaTHYECKOrO MOAKIIOYEHUS] yCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

Couuaﬂbubte cemu

ConuanbHble CETH aKTUBHO BXOJAT B HaIly JKU3Hb, MHOTHE JIOAN pabOTAIOT U KUBYT
TaM IOCTOsiHHO, a B Facebook yxe 3apeructpupoBaH MWIIMAap] YEIOBEK, YTO
ABJISIETCS OJHOW CEAbMOM BCEX JKMTENIEW IUIaHEeTbl. MHOrme moJIb30BaTelIn He
[OHMMAIOT, YTO UH(OpMAIUs, pa3MELIeHHAasi UMHU B COIL[MAJIBHBIX CETSAX, MOXKET ObITh
HaliileHa M MCMOJb30BaHA KEM YrOAHO, B TOM YHUCJIE HE 0053aTelbHO C OJarumMu
HaMEpEHUSMU.

OcHoBHBIC COBETHI no 0e301macHOCTH B COLMAJIbHBIX ceTsx:
1. Orpannup cnucok apy3eil. Y Te0s B ApY3bsX HE JOJDKHO OBITh CIyYailHBIX M
HE3HAaKOMBIX JIFOJIEH;

2. 3amuiai cBOK YacTHYIO *U3Hb. He ykasbiBail mapoiu, Tenedonsl, ajapeca, AaTy
TBOETO POXIEHUS U JPYryl0 JHYHYI0O HH(QOpMaIMio. 3JI0YMBIIUIEHHUKH MOTYT
UCMOIb30BaTh JAaK€ MHPOPMALMIO O TOM, KaK Thl U TBOM POJIUTENH IJIAHUPYETE
ITPOBECTH KaHUKYJIBI;



3. 3amnuiaii CBO penyTarn — JEPKH €€ B UHCTOTE U 3a7aBail ce0e BOMpOC: XOTel
OBI ThI, YTOOBI JPYTHE TOJIH30BATEH BUJICITH, UYTO ThI 3arpykaenib? [Toagymaid, npexme
9YEeM YTO-TO ONyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Eciy ThI TOBOPUILB C JIOJIBMH, KOTOPBIX HE 3HACUIb, HE UCIOJIB3YH CBOE PEAIBHOE
UM U JPYTyIO JUYHYI0 HHQOpPMAIMH: WM, MECTO KHUTEIbCTBA, MECTO YYEOBbl H
npoyee;

5. N36eraii pazmenienus ¢pororpaduii B UHTEpHETE, I1e ThI H300pa’keH Ha MECTHOCTH,
110 KOTOPOH MOYKHO OIPEJICTUTh TBOS MECTOITOIOKEHHUE;

6. [lpu perucrparuu B COIMAIBHON CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHBIC
HapoJid, COCTOANME W3 OykB W mUdp W C KOJIMYECTBOM 3HAKOB HE MeHee §;
7. 171 COIMAIbHOM CETH, TTOYTHI U IPYTHX CANTOB HEOOXOIUMO HMCITOJIH30BATh Pa3HbIC
napoyu. Torga ecim Te0s B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH ITOTYYaT JTOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IEHbI'!

DNEeKTPOHHBIE JEHBI'M — 3TO OYEHb YAO0OHBIN COCO0 IUIaTEKEN, OTHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TU JCHBIH.

DNeKTpOHHbIE AEHBIH MOSBWINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOrO BO MHOT'MX
roCy/apCTBax J0 CHUX IOpP HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HHUX YK€ IMPOMNUCAHO B 3aKOHE, e MX
pa3zeNsoT Ha HECKOJIbKO BUJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AHOHMMHBIE — JTO TE€, B KOTOPBIX pa3peliaercs MNPOBOAUTH oOmepanuu 0e3
UACHTU(PUKALMY TIOJb30BATENsA, @ B HEAHOHHMMHBIX WACHTU(PUKALMHU MOJIb30BATENS
aBisieTcsl o0s3arenbHON. Takke cienyer pazauyarh JIEKTPOHHbIE (UATHBIC JEHBIU
(paBHBI TOCYJAPCTBEHHBIM Balll0TaM) U 3JIEKTPOHHbIC HehUATHBIC JNCHBIM (HE PaBHBI
rOCY/IapCTBEHHBIM BAIIFOTAM).

OcHoBHbIEe cOBeThbl MO 0e30macHoOii padore ¢ 3JIEKTPOHHBIMHM JIeHbIaMM:
1. [IpuBsku K cueTy MOOMIBHBIN TeraedoH. DTO camMblil yAOOHBIN U OBICTPHIN CITOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. [IpuBs3aHHbIl TenedoH MOMOXKET, eciu 3a0yJenib
CBOM IUIATEKHBIM MApOJIb WIM 3aiJIelllb HA CalWT € HE3HAKOMOI'O YCTPOMCTBA;
2. Ucnonw3yit ogHopa3oBble maponu. [lociie mepexona Ha YCUIEHHYIO aBTOPU3ALIMIO
Tebe yxe He OyJeT yrpokaTh OMAaCHOCTb Kpakl WIIM TepexBaTa IIaTeKHOr O Mapods;
3. Beibepu cnoxsbiii mapoinb. [IpectynmHukam OyneT HE MpPOCTO yrajaaTh CIIOXKHBIN
napoJiib. Haziexxnpie mapoam — 3TO Mapoiau, KOTOPbIE COAEPkKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B €051 CTPOYHBIC M MPOMUCHBIE OYKBBI, U(PPHI U HECKOJIBKO CUMBOJIOB,
TaKHhe KakK 3HaK JoJuiapa, pyHTa, BOCKJIMLATENbHBIN 3HaK U T.1. Hanmpumep, StROng!;;
4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE TIOBEPSCIIb.

dnekmponnas nouma
DNeKTpOHHAS IMOYTa — JTO TEXHOJOTUS M IPEAOCTABIsSCMbIE €I YCIYT'H 10

MEePECHIIKE U TOTYYEHHUIO DJIEKTPOHHBIX COOOIICHHI, KOTOPBIE PACIPEACTSIOTCS B
KOMITbIOTEpHON ceTH. OOBIYHO 3JICKTPOHHBIM MOYTOBBIA AWK BBITJISIUT CIICTYIOIIAM



o0pa3zoM: HMs_TOJb30BATENA(@HUMS_JIoMEHA. Takke KpoMe TMepeaayd MpoCcTOoro
TEKCTa, UMEETCSI BO3MOXKHOCTh TIepe/1aBaTh (hailibl.

Ocnoeénvle coeembl no 0e3onacHoii padome ¢ IJNEKMPOHHOU NOUMOIL:
1. Hago BBIOpaTh MpaBUJIBHBIN TOUYTOBBLINM cepBUC. B MHTEpHETE €CThb OrpOMHBIN
BbIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4llle JOBEPATh TEM, KOTO 3HACIb
Y KTO NIEPBBIA B PEUTHHIE;

2. He yka3biBaii B TMYHOM moute JuuHyto uHpopmanuio. Hanpumep, nydiie BeIOpaTh
«MY3bIKaJIbHBIN _(haHaT@» ninn «pok2013» BmMecTo «remal3»;

3. Hcnonp3yli NBYX3TamHYH aBTOPU3alMI0. OJTO KOrjga IIOMHUMO IapoJisl HY’KHO
BBOJIUTH KOJI, MPUCHLUIAEMBIN 110 SMS;

4. BpiOepu CIOXKHBIA Maposb. JJisi KaKJI0ro MOYTOBOTO AIIMKA JOJKEH OBITh CBOM
HAJICKHBIN, YCTOMYMBBIN K B3JIOMY NapOJIb;

5. Ecim ecTb BO3MOKHOCTh HAIMCaTb CaMOMY CBOW JIMYHBIM BOIPOC, UCIIOJIB3YH OTY
BO3MOKHOCTB;

6. Mcnonp3yii HECKONBKO IOYTOBBIX SIIMKOB. lIepBBbIN M1 4aCTHOW MEPENHUCKH C
aJgpecaTaMy, KOTOPbIM Thl JIOBEpsiellb. JTO 3JEKTPOHHBIM aJpec HE Halo
UCIIOJIb30BaTh NPU PErucTpaluu Ha (opyMax u cailtax;

7. He oTkpbIBail aiiiibl U Apyryue BIOKEHHUS B MUChbMAaX JIa)K€ €CJIM OHHU MPUIILIA OT
TBOMX Jpy3eil. Jlydiie yTOYyHM y HHUX, OTHPABISUIM JU OHU TeOe ITU (ailbl;
8. Tlocne oxoH4aHust pabOTHI Ha MOYTOBOM CEPBUCE MEpPE] 3aKPHITUEM BKIAJKU C
caiiToM He 3a0yabp HAKAaTh Ha «BBIATIY.

Kubepoynnunz unu eupmyanvroe u3zoeeamenscmeo

KubepOymmuHr — mnpeciieloBaHre COOOIICHUSIMHU, COJEPKAITUMU OCKOPOJICHUS,
arpeccio, 3alyrMBaHWE; XYyJWTAaHCTBO; COIHUAIbHOE OOWKOTHPOBAaHHE C
MTOMOIIBIO0 PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHogHble cosembl no 60pbvoe ¢ KUubepoOyIIuHZOM:

1. He Opocaiicsa B Ooi. Jlyumuii crmoco6: mocoBeToBaThCs Kak ce0st BECTH U, €CIU
HET TOTO, K KOMY MOXKHO OOpaTUThCSA, TO BHAYale YCIOKOMTHbCS. Eciam ThI
HaYyHeIllb OTBEYAaTh OCKOPOJEHUSMU Ha OCKOPOJIEHHUS, TO TOJBKO elle OOoJblie
pa3oXKeIIb KOH(IIUKT;

2. Yrpapnsii cBoel KubeppernyTaiuei;

3. AHOHUMHOCTB B ceTH MHUMas. CyIllecTBYIOT ClIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM,;

4. He crouT BecTHM XyJWTaHCKUH 00pa3 BHUpPTyadbHOW KW3HU. HWHTEpHeET
(uKcHpyeT BCE€ TBOU JEHUCTBHS M COXpaHSET UX. YJAIUTh UX OyIeT KpaliHe
3aTPYAHUTEIBHO;

5. CoOmroail CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHuuHblidi HeraTuB. OIHOPA30BbIe€ OCKOPOUTENbHbBIE COOOIICHMS
Jay4nie urHopupoBatb. OOBIUHO arpeccus NMpeKpallaeTcs Ha HA4aJIbHOW CTaJlUM;
7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHUSMH, B



COLIMANIBHBIX CETAX €CTh BO3MOXKHOCTb OJOKMPOBKH OTIPABKU COOOIICHHH C
OIPE/EIICHHBIX a/IPECOB;

8. Ecmu 1bl cBugerens kuOepOysimHra. TBOWM NEUCTBUS: BBICTYNUTH MPOTHUB
npeciieoBaTeNs, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHMBAIOTCS HEraTHBHO,
MOJIIEPKAaTh JKEPTBY, KOTOPOW HYKHA TCHXOJIOTHYECKAash MOMOIb, COOOIIUTH
B3pOCJIBIM O (PJaKT€ arpecCUBHOTO MOBEJIEHUS B CETH.

MooOuibHbIN TesedoH

CoBpemeHnHbIe cMapT(OHBI U TUIAHIIETHI COJEPKAT B ce0€ BIOJIHE B3POCIbIN
GyHKIIMOHAJ, W Tenepb OHM MOTYT KOHKYpPUPOBAaTh CO CTallMOHAPHBIMU
KoMmIibtoTepamu. OJTHAKO, CPEACTB 3AIIUTHI JAJI MOJO00OHBIX YCTPOMCTB TTOKA OUEHb
Mano. TecTupoBaHME M TIOMCK YA3BUMOCTEH B HHUX HPOUCXOAUT HE TaK
WHTEHCUBHO, Kak s [1K, To ke camoe kacaercs 1 MOOWIIBHBIX TPHIIOKCHHH.

CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl YK€ MpaKkTUYeCKH  JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHAIa BJEYET 3a CO0OoM
OOJBIIYIO CIOXKHOCTH M  MEHBUIYIO 3allUMIIEHHOCThb. Jlameko He Bce
MPOU3BOJAMUTENN  BBIMYCKAIOT  OOHOBJICHMS,  3aKpBIBAIOIIME  KPUTHUYECKHE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOUCTB.

OcHogHble cosembl 01 D€30NACHOCHU MOOUTIbHO20 meieona:

1. Huuero He sBisieTcs MO-HACTOSIEMY OecrulaTHbIM. Byllb OCTOpOKEH, Belb
Korja te0e npeaiaraloT OecryiaTHbIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO TUTATHBIE YCIYTH;

2. lymaii, pexie yem otnpaBuTh SMS, ¢oro win Buaeo. Thl TOUHO 3HACIID, TIE
OHM OYJyT B KOHEYHOM UTOTE?

3. Heobxommmo OOHOBIATH OIEPAIMOHHYIO CHCTEMY TBOEro cMmapTdoHa;
4. HWcnonws3yld aHTUBUPYCHBIE TMPOTpaMMbl IS MOOWIBHBIX Tele(OHOB;
5. He 3arpyxail npwioXeHUsT OT HEU3BECTHOIO HCTOYHHMKA, BE€Ib OHU MOTYT
cojiepKaTh BPEJOHOCHOE IIPOrpaMMHOE 00ecTIeueHHE;

6. Ilocie Toro kak Thl BBIMJACIIL C CaifTa, TJI€ BBOAWI JIMYHYIO HWH(OPMAIIHIO,
3aliIu B HACTPOWKH Opay3epa u ymaiu cookies;

7. Tleproguyeckyu MpoBepsid KaKue IJIATHBIE YCIYI'M aKTUBUPOBAHBI Ha TBOEM
HOMEpE;

8. Jlaaii cBoil HOMEp MOOWJIBHOTO TenedoHa TOJBKO JIOJSAM, KOTOPBIX Thl
3HAeIllb U KOMY JIOBEpSICIIIb;

9. Bluetooth momxen OBITH BBIKIIOYEH, KOTrJa Thl UM HeE Moib3yemibcs. He
3a0bIBail MHOTJ]A TIPOBEPSATH ITO.

Online urpsi

CoBpeMeHHBIE OHJIAMH-UIPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE Pa3BJICUCHHUS,
O0BEIMHAIONIME COTHM ThICAY YENOBEK IO BceMy mupy. WUrpokum wucciemyror
JAHHBIM UM MHp, OOLIAIOTCA APYT C APYrOM, BBIIOJIHSIOT 3aJaHUsA, CPAKAKOTCS C
MOHCTPaMHU U IOJTYYarOT OIIBIT.



3a yIOBOJIbCTBME OHU IUIATAT: MOKYMNAOT JMCK, OIUIAYMBAIOT a0OHEMEHT WJIU
npuoOpeTaloT Kakue-To onuuu. Bce 3T cpeacTBa MAYT Ha MOJAEpKAHUE H
pa3BUTHE WIPHI, a TAKXKe HAa caMy O€30MaCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI
aBTOpHU3AIlMH, BBIITYCKAIOTCS HOBbIE MaTuu (LU(POBBIE 3aIIATKU AJIA [IPOrpamm),
3aKpbIBAIOTCS YS3BUMOCTH CepBEpoB. B mom0OHBIX Hrpax CTOUT omacarbcs He
CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO Kpa)XM TBOErO0 Mapojs, Ha KOTOPOM
OCHOBAHA CHCTEMa aBTOPU3aLUH OOJIBILIMHCTBA UT.

OcHoOBHBbIE COBEThI 10 0€30MACHOCTH TBOEI'0 HI'POBOT0 AaKKayHTAa:

1. Ecnu apyroil urpok Bemer ceds IUIOXO WIM co3/aeT Tebe HEeNpHUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiica aIMHUHUCTpATOpaM WIPbl Ha IJIOXOE€ IOBENEHUE 3TOrO MUIPOKa,
JKEIaTeIbHO MPWIOKUTH KaKUe-TO JOKa3aTeabCTBa B  BUJE CKPHUHOB;
3. He yka3bIBaii muuHyo nHGOpMaIuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(pHuIMaIbHBIC TATYH W MOJIBI,

6./ cnonb3yit CioXKHbIE U pa3HbIe MapoJiy;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIHOYaTh aHTUBUpYC. [loka ThI urpaeisb,
TBOU KOMIIBIOTEP MOI'YT 3apa3UTh.

OUINHHT WIN Kpaka JIMYHbIX JaHHbIX

OOBIUHON Kpa)ed JeHEr W TOKYMEHTOB CErOJIHs YK€ HUKOIO HE yIHMBUIIIb,
HO C PAa3BUTHEM HHTEPHET-TEXHOJOTUHA 3JI0YMBIIIJIEHHUKH NEPEMECTHINCH B
UHTEPHET, W MPOAODKAIOT 3aHUMAThCA «IIOOMMBIM» JelNOM. Tak MOSBUIACH
HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WIN (DUILIMHT, IJIaBHAs 1eJb KOTOPOTo
COCTOUT B MOJIYYeHUH KOH(PUIECHIIMATBHBIX JaHHBIX MOJb30BaTENIed — JIOTMHOB U
naposneil. Ha anrnuiickom si3bike phishing yuraercs kak ¢umunr (ot fishing —
pbiOHas J0BIIA, password — maposb).

Ocnognule cosemul no 60pvoe ¢ huwunzom:

1. Cnenau 3a cBOMM akkayHTOM. Eciu Thl moJi0o3peBaelib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ W COOOIIMTH aJIMUHHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Ucnonw3yit Oe3omnacHbie BeO-CalThl, B TOM YHCJI€, WHTEPHET-MAra3uHoOB U
MOMCKOBBIX CUCTEM;

3. Vcnonb3yii ClOXKHbBIEC U pa3Hbie mapoiu. Takum 00pa3om, eciu TeOs B3JI0MaloT,
TO 3JIOYMBIIUICHHUKH TOJydYaT JOCTYN TOJBKO K OJHOMY TBOEMY MPOQUIIO B
CETH, a HE KO BCEM;

4. Ecnu 1e0st B3JIOMaIH, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABJIEHBI Y T€OSI B APY3bsiX, O TOM, YTO T€Os B3JIOMAIU U, BOZMOXKHO,
OT TBOETO MMEHU OYAET pacChUIaThCs CIaM U CChUIKA Ha (DUITMHTOBBIC CAWTHI;



5. VYcranoBu HagexHsli mapoab (PIN) Ha  moOumnbHbI  TenedoH;
6. OTKIIIOUM COXpaHEHUE Mapodisi B Opaysepe;

7. He oTkpbIBail (ailsibl U Ipyrue BIOKEHUS B MUCbMAaX JIaXe €CIM OHM MPUILLIH
OT TBOMX Jipy3eH. Jlyunie yTouyHM y HHMX, OTHOPABISUIM JIM OHH TeOe 3TH (Dailibl.

Hudposast penyranus

[udposas penmyranus — 3TO HEraTUBHAS WM MO3UTUBHAS UH(OpMAIUsS B CETU
o Tebe. Komnpomerupyromas uHdopmanusi pa3MmelieHHas B UHTEPHETE MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThCsl Ha TBoeW peanbHOU ku3HU. «lludposas
penyTanus» — 3T0 TBOM UMUK, KOTOPBIM hopmupyeTcst u3 uHdopmanuu o Tedbe
B UHTEPHETE.

TBoe mMecTo &KuTenbCcTBa, yueObl, TBO€ (PMHAHCOBOE IMOJIO0KEHUE, OCOOCHHOCTH
XapakKTepa U pacckasbl 0 OJU3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorrue mOApPOCTKH JIETKOMBICIICHHO OTHOCSTCA K MYOJUKAIMU JTUYHOU
uHopmanuu B IHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUNA. ThI 1axke HE
CMOJKEIITh JIOTaiaThCsi O TOM, 4TO (poTorpadus, pazMerieHHas 5 JeT Ha3aj, crajia
MPUYUHON OTKa3a MPUHATH TE€Os Ha padoTy.

KomMmeHnTapuu, pasmerienue TBoux (ororpapuii U Apyrue AEHCTBUS MOTYT
HE MCYE3HYTh Ja)X€ IOCJe TOro, Kak Thl UX YHaldullb. [bl HE 3HAEUIb, KTO
COXpaHWI 3Ty uH(MOpManMIo, Monaiga JIM OHA B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JIM OHAa, a TJABHOE: YTO MOAYMAIOT O TeOe OKpY’Karollee JIOAM,
KOTOpbIE HaAyT U yBUAAT 3T0. Haiftu nH(opmaIuio MHOTO JIET CITyCTS CMOXKET
0001 — Kak U3 A00pbIX NOOYXKIEHH, TaK U C HAMEPEHUEM NMPUYUHUTH BPE.
DTO MOXET OBITh KTO YT'OTHO.

OcHoeHble cosemul no 3auume yUPPosoil penymayuu:

1. ITonymaii, mpexJie 4eM 4TO-TO MyOJIMKOBATh U MepeaBaTh y cedst B 0jore win
B COIIMAJIBHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBU OTpaHUUYEHUS HA TPOCMOTP TBOETO TPOQUIIS
Y €r0 COAEPKUMOr0, CAEIAN €0 TOJBKO «IUISl APY3Ei»;

3. He pasmemait u He yka3bpiBail MHGOpPMAIIMIO, KOTOpass MOXET KOro-imbo
OCKOpOJISITh WITH OOMIKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHBIE  IIKOJIBHUKH-  aKTHBHBIE  TIOJB30BaTENd  IUGPOBOTO
npoctpancTBa. OJHAaKO Jaleko HE BCE 3HAIOT, YTO MOJIB30BAHWE MHOTHMH
BO3MOXKHOCTSIMH ~ ITUGPOBOrO  Mmpa  TpeOyer  CcoONIoJAeHHWS  TpaB  Ha
MHTEIJIEKTYadIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTEIUIEKTyallbHasi COOCTBEHHOCTHY» OTHOCHTCS K Pa3IHYHbIM
TBOPEHUSIM 4YEIIOBEYECKOTO yMa, HAuWHAs C HOBBIX H300pETEHWA W 3HAKOB,
0003HaYaIONUX COOCTBEHHOCTh HA MPOMYKTHI M YCIYTH , U 3aKaHUMBAsI KHUTAMH,
dbororpadusmu, KHHOYUIEMaMHA U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.



ABTOpCKHE TpaBa — 3TO NpaBa HA HMHTEJUIEKTYyaJbHYIO COOCTBEHHOCTH Ha
MIPOU3BENCHUS HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYNAIOT B
KAauecTBE TapaHTUU TOr0, YTO HHTEJUIEKTYaJIbHBIA/TBOPUECKUN TPYA aBTOpa HE
OyIer HampacHbIM, JAacT €My CIpaBeJIMBbIE BO3MOXHOCTH 3apadoTarh Ha
pe3ysbTaTax CBOETO Tpy/Aa, MOIYyYWUTh WM3BECTHOCTh W Tpu3HaHue. Hukrto Oe3
pa3pelieHus aBTOpa HE MOXET BOCIPOU3BOAUTH €ro  IPOM3BEICHUE,
pacnupocTpaHsaTh, NyOJUYHO JIEMOHCTPUPOBATh, IPOJaBaTb, WMIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO HCIIOJHSTH, MOKa3bIBATH/UCIIONHATh B 3(Upe WiH
pa3Mmeruars B IHTepHere.

Hcrnonb3oBaHue «IMUPATCKOT0» MPOrPAMMHOTO 00ECIIEYEHUSI MOXKET MPUBECTU
K MHOTMM pHCKaM: OT TOTEpU JaHHBIX K TBOMM aKKayHTaMm 10 OJOKHUPOBKHU
TBOETO YCTPOMCTBA, T'JI€ YCTAHOBJICHHBIM HE JierajibHasg nporpamma. He crour
TaKke 3a0bIBaTh, YTO CYIIECTBYET JIETalbHbIe M OECIUIaTHBIE TMPOTPAMMBI,
KOTOPBIE MOKHO HAalTH B CETH.

O nopraJie

CeteBHYOK.p(p) — TBOI IJIABHBIA COBETYMK B CE€TH. 3/1€Ch Thl MOXKEIIb Y3HAThH
00€30I1aCHOCTH B CETH MOHSTHBIM U JJOCTYIHBIM SI3bIKOM, & IIPH BO3HUKHOBEHHUH
KPUTUYECKON CUTyallMi OOpaTUTBhCS 32 COBETOM. A TaKkKe MPUHSITH y4yacTHUE B
KOHKYpCaXx M CTaTh CaMbIM HU(POBBIM I'paklaHUHOM !



